AE1ISNISUANLRaUNSAl Microsoft aandunauilutaslng Zero-Day

fidawansenusia Driver Windows CLFS

ALgUTEaIUN1T NIANTUAIUARATUTEUUADUTABS WA (ThaiCERT) laRnnIL
anunsaldeyarnasietudeanaumeleiued Wefiunsal Microsoft anduianudlutalug

Zero-Day ﬁdqmaﬂswwia Driver Windows CLFS

Microsoft panduianAuyasnsfayaalninuieian CVE-2025-29824 fidnansenuse
Driver Windows Common Log File System (CLFS) flazuuu CVSS: 7.8 § e utoslui Useiny Use-After-
Free lnganunsagnidlunislaufisaousuduuds (Ransomware) mingnlanfidnss flaufaiunse

enszaudvdiludauaszuu (System Privileges) uu Windows 1o

a o a‘d‘ Yo
NAND NN RS UNANTENU

- Windows Server 9n3uiisy 2568

- Windows 10
- Windows 11

¥

wugth gl uvisedauase uunsIdeUs

Indicators of Compromise

Unsalndliustanudssvseluasnalui:

%

1 dﬂl
MUY

Ussnn

ANasUY

C:\ProgramData\SkyPDF\PDU
Drv.blf

Path

Dropped during CLFS

exploit

C:\Windows\system32\dllhost.exe -do

Command line

Injected dllhost

Bcdedit / set {default} recoveryenabled no | Command line

Ransomware commmand

wbadmin delete catalog -quite

Command line

Ransomware commmand

wvtutil cl Application

Command line

Ransomware command
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